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This presentation reflects the direction Infor may take with regard to the products

or services described herein, all of which is subject to change without notice.

This presentation is not a commitment to you in any way and you should not rely on any content herein 

in making any decision. 

Infor is not committing to develop or deliver any specified enhancement, upgrade, product, service or 

functionality, even if such is described herein. Many factors can affect Infor’s product development 

plans and the nature, content and timing of future product releases, all of which remain in the sole 

discretion of Infor. This presentation, in whole or in part, may not be incorporated into any 

agreement. Infor expressly disclaims any liability with respect to this presentation.

Disclaimer



Copyright © 2021. Infor. All Rights Reserved. infor.com

Agenda | outline

M3 Role Based Security

04
Security audit

03
Role based API 
security

02
Role based 
function security

01
Introduction

3

05



4Copyright © 2024. Infor. All Rights Reserved. infor.com 4Copyright © 2024. Infor. All Rights Reserved. infor.com

M3 Role based security -  

Introduction

Job Role Based Security
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M3 Role based security – Introduction

• Different types of security 

• Company/Division security

• Data security (object access group)

• Field security

• PIN code

• Role based function security

• Role based API security

• Transaction based API security

• Security audit

• FAT

• E-signature incl record locking

• GDPR

• Application message authority

• Keystore management

• ….

• Documentation

https://docs.infor.com/m3udi/16.x/en-us/m3beud/default.html?helpcontent=appfoundhs/ses005.html
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MNS110 - Function

• Auth required – 

controls how/if security 

settings are used

• Mass update of “Auth 

required” = F16
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M3 Role based function security

M3 Role Based Security
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M3 Role Based Function security – General settings

• Blank division control 

=> blank division 

means all or blank?

• Adding new 

functions => 

protected or open?
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M3 Role Based Function security – Roles

• Define your roles

• Limited role is used together 

with License type 2 (Limited 

user)

• Option 22 – generate 

functions in SES400
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M3 Role Based Function security – Roles/user

• Connect user to your roles

• Limited role can only connect to 

limited users (license type 2)
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M3 Role Based Function security – Limited 

Roles/Function

• Connect functions to your 

limited roles

• Status 20 = Active
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M3 Role Based Function security – Role/Function

• Connect functions to your 

roles

• Blank division is dependent 

on setting in MNS090 (see 

previous slide)
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M3 Role Based Function security – Role/Function

• Define which options and F-

keys that are allowed.
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M3 Role Based Function security – Function/User

• Contains the authority result 

from the auto job SES900 

per user.

• Performance reasons but 

also easier to understand.
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M3 Role Based Function security - Overview

SES900  

(asj)

MSE900

MNS405 
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MNS410 
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SES400 
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Limited 
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(SES401)
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M3 Role based API security

M3 Role Based Security
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M3 Role Based API security – General settings

• API security – 

security on API’s?

• Auth individ pgm’s – 

security on 

individual CSYTAB 

programs?

• Blank brw pgm – 

Blank browse 

program in MNS120 

= authorized or not?
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CMS100MI, EXPORTMI, MDBREADMI

• Checks authorization via Browse program in MNS120.

• For CSYTAB you can define which MNS120 record to be used i.e. the one for CSYTAB or for each 

individual program.
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M3 Role Based API security – API transaction/option

• Connects your API transaction to 

an option.

• F18 generate all std API 

transactions with a best guess 

option

• Option 00 or ** = Always allowed
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M3 Role Based API security - Overview
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M3 Security audit

M3 Role Based Security
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M3 Role Based security – Security audit

• The usage of the security audit 

functionality is controlled via 

MNS095 “Company”.

• Why not using FAT?

FAT gives you a way to log the 

changes to the set-up, but 

security audit logs the impact 

that a set-up change has on the 

authority.
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M3 Role Based security – Security audit

• Several views, here you can e.g. see which programs was changed, what was changed, what was the 

effect etc.
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M3 Role Based security – Security audit

• Details of the effect it had on the 

authorization.
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M3 Role Based security – Security audit

• Possible to print the result.



26Copyright © 2024. Infor. All Rights Reserved. infor.com

M3 Role Based security – Security audit

• Note, I’ve 

removed 

some user 

id’s.
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